
DIGITALIZATION AND INDUSTRY 4.0  

ASPECT OF INFORMATION SECURITY 

 

 

 

 

 

 

Keywords 

Information security, security auditing, ISO/IEC 27001:2013 

 

Abstract 

Building security management systems is essential to protect the company's assets from losses. Such 

protection is essential in the dynamic development determined by digitization in Industry 4.0. In our 

article we analyze data from 152 information security audits performed in Czech and Slovak 

companies in 2019 in order to identify the most problematic areas in information security 

management systems. The data – audit findings – were analyzed based on the size of the audited 

company and the type of audit. We divided the companies into small (up to 50 employees), medium-

sized and large (over 250 employees) companies. We divided the audits into four categories – initial, 

periodic, certification and others. The audits were performed in compliance with the ČSN EN ISO 

19011 standard according to the ISO/IEC 27001: 2013 standard. The data were analyzed in MS 

Excel using contingency tables. The results show that the “A12” category – Operations Security – is 

the biggest problem for today's organizations. The “A18” category – Compliance – is another 

problematic area. The positive conclusion is that the shortcomings identified by the audit are not 

serious shortcomings that could jeopardize the companies’ safe operation. 

1. Introduction 

The Digital Economy with its features as digitalization and Industry 4.0 has been defined as the 

worldwide network of economic activities enabled by information and communication 

technologies (ICT) (Industry, 2016). It can also be defined more simply as an economy based 

on digital technologies (Lin, Chiang, 2011; Hanclova at al., 2015). The whole development of the 

regional and global economy is closely connected with the rush penetration of ICT into the world 

economy and pressures the education system to prepare graduates of all levels for more complex 

knowledge and skills for their future jobs (Mangir, Erdogan, 2011). Nowadays, it is no longer 

necessary to educate people in what 4.0 trends are and what they can bring. 4.0 trends are already in 



full swing in companies, at least in some partial ways, and what’s more, their dynamics correspond 

to the overall higher pace of changes (Kuncova, Sekničkova, 2019). And it is not only about 

technological stimuli, but also about other demographic and climate stimuli. Therefore, the question 

is now how quickly these trends will penetrate into the practical life of businesses and society as a 

whole (Manďák, Nedomova, 2014; Kuncova, Doucek, Novotný, 2018). 

Various preparedness indexes and maturity models can facilitate and speed-up companies’ decision-

making about where and how fast to build industry 4.0. These indexes and models show not only the 

companies’ actual position but also the position of their competition, both at the macroeconomic and 

microeconomic levels. The focus thus shifts to tasks related to the implementation of necessary 

changes and to the specification of not only higher profits but also the main expectations associated 

with their implementation. For instance, achieving maximum flexibility, increasing the availability 

of products and services, further cost reductions, lower resources consumption and a lower impact on 

the environment, etc. (Basl, Doucek, 2018; Basl, Doucek, 2019). 

However, the penetration and integration of ICT into economic processes also brings phenomena that 

their actors and participants consider negative. These include e.g. the areas of shared economy 

(Svecova, Veber, 2018) that clearly demonstrate that the legal aspects of the economy and businesses 

significantly lag behind ICT and its implementation in economic processes. Legal shortcomings lie 

mainly in the area of taxes and liability as well as in the processing of personal data and overall 

security of processed transactions. 

In our article we would like to focus primarily on ensuring the security of data processed by 

companies. The emphasis on this area is clearly shown by European Union legislation such as 

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement 

of such data General Data Protection Regulation (GDPR, 2016). This regulation came into force on 

25 May 2018 and it has been followed up with an amendment to Czech Act No. 101/2000 of Coll., 

on the protection of personal data, to make sure that the Czech law is in compliance with the EU’s 

law (Novák, Doucek 2017) and with new Czech Act No. 110/2019 of Coll., on the processing of 

personal data (Act č.110/2019 sb.). In addition to personal data, it is also necessary to protect other 

classified data that companies process and save in their information systems in order to avoid risks 

(Eling, Schneell, 2016). With this article, we follow up on a presentation at the IDIMT conference in 

2018 and analyze data obtained from independent information security audits performed in Czech 

and Slovak companies in 2019. Our research questions are as follows:  

RQ1: What are the main identified problematic areas (according to the ISO / IEC 27001: 2013 

standard) in information security in 2019 based on the size of the audited company? 

RQ2: What are the main identified problematic areas (according to the ISO / IEC 27001 

standard) in information security in 2019 based on the type of audit? 

2. Data Collection and Methodology 

In order to find out the answer to these research questions, we had to specify the method of data 

collection and evaluation in two different methodological areas. The first one was data collection and 

the second one was the way an audit was performed in different security areas, as specified in the 

ISO/IEC 27001: 2013 standard.  



2.1. Data collection 

The data that we used for our conclusions came from the analysis of information system security 

audits in various industries in the Czech Republic and the Slovak Republic. Since the number of 

employees in the companies differed, we divided the audited companies into three categories 

according to the number of their employees: small companies with up to 50 employees, medium-

sized companies with 50-250 employees and large companies with over 250 employees. Another 

criterion was the type of audit performed. The abbreviation IA means initial audit, PA means 

periodical audit in compliance with the general principles for management systems, RA means 

recertification audit and Oth. means other audits (Purcarea et al., 2011). The last type of audit was 

another one – Oth. In total, we used 152 different audits. Their numbers are provided in Tab. 1 (by 

company size) and Tab. 2 (by audit type).  

Tab. 1 Data sample by company size 

Company size 
Number of 

performed audits 

Small 31 

Medium 36 

Large 85 

Total 152 

Tab. 2 Data sample by audit type 

Audit type 
Number of 

performed audits 

IA/initial audit 7 

PA/periodical audit 78 

RA/recertification audit 57 

Oth/Other 10 

Total 152 

We also analyzed the audit findings based on the seriousness of identified irregularity. Here again, 

we used four categories: CAT1 – serious, CAT2 – medium, OBS – observation, OFI – opportunity. 

This criterion is mentioned only at the end of the article and is not used in our analysis.  

 

2.2. Method of auditing by area 

Audit definition – for the purposes of this text, an audit means a systematic, independent and 

documented process to obtain and objectively evaluate evidence from the audit in order to determine 

the extent to which the audit criteria are met (ČSN EN ISO 19011, 2019) (Kaziliunas, 2008). Audit 

criteria means a set of policies, procedures and requirements used as a basis against which audit 

evidence is compared (EN ISO 19011, 2019; Hoy, Solei, 2015). 

All security audits were performed in compliance with the provisions of the applicable ISO/IEC 

27001: 2013 standard and the identified non-conformities were divided according to individual areas 



of the ISO/IEC 27001: 2013 (ISO/IEC 27001) standard. The numerically marked audit categories 

correspond to the sections of this standard as following: 

• Category “4” – Context of the Organization – Understanding of the organization, its needs 

and expectation of interested parties and scope of the information management system. 

• Category “5” – Leadership – Leadership and commitment, security policy, organizational 

roles, responsibilities and planning to achieve them.  

• Category “6” – Planning - Action to address risks and opportunities, information security 

objectives and planning to achieve them.  

• Category “7” – Support – Resources, competencies, awareness, communication and 

documented information.  

• Category “8” – Operation – Operational planning and control, information security risk 

assessment and treatment.  

• Category “9” – Performance Evaluation – Monitoring, measurement, analysis and evaluation, 

internal audit, management review.  

• Category “10” – Improvement – Nonconformity and corrective action, continual 

improvement. (ISO 27001:2013). 

The next categories marked with an A before the number correspond to the sections of the annex to 

this standard: 

• Category “A05” – Information Security Policies – To provide management direction and 

support for information security in accordance with business requirements and relevant laws 

and regulations.  

• Category “A06” – Organization of information security – To establish a management 

framework to initiate the implementation and operation of information security within the 

organization and to ensure the security of teleworking and use of mobile devices.  

• Category “A07” – Human Resource Security – To assure that employees and contractors 

understand their responsibilities and are suitable for the roles for which they are considered 

• Category “A08” – Asset Management – Responsibility for Assets, Information Classification, 

Media Handling. 

• Category “A09” – Access Control – Business requirements on access control, User access 

management, User responsibilities, System and application access control. 

• Category “A10” – Cryptography – To ensure proper and effective use of cryptography to 

protect the confidentiality, authenticity and/or integrity of information. 

• Category “A11” – Physical and Environmental Security - Secure areas, Equipment. 

• Category “A12” – Operations Security - Operational procedures, responsibility, Protection 

form malware, Back up, Logging and monitoring, Control of operational software, Technical 

vulnerability management, Information system audit and consideration. 

• Category “A13” – Communication Security – Network security management and information 

transfer. 



• Category “A14” – System acquisition, development, and maintenance – Security 

requirements of information systems, security in development and support process and data 

testing. 

• Category “A15” – Supplier relationships – Information security in supplier relationship and 

supplier service delivery management. 

• Category “A16” – Information Security Incident Management - To ensure a consistent and 

effective approach to the management for information security incidents, including 

communication n security events and weaknesses. 

• Category “A17” – Information security aspects of business continuity management – 

Information security continuity shall be embedded in the organization´s business continuity 

management system. 

• Category “A18” – Compliance – Compliance with legal and contractual requirements, 

Information security review. (ISO 27001:2013). 

In total, there are 21 categories (sections of the standard and its Annex A). In the following text or in 

the tables with results, the categories are shown in a shortened version only, i.e. either as a number 

only – for the categories from the text of the standard or as A and a number – for the areas listed in 

Annex A of the standard.  

The standard statistical functions of MS Excel were used to evaluate the obtained data (Kuncova, 

Sekničkova 2018). 

3. Results 

Based on the above criteria, we evaluated the findings based on the size of the company. It is very 

interesting that no irregularities were identified for area “5” – Leadership – Leadership and 

commitment, security policy, organizational roles, responsibilities and planning to achieve them for 

the entire one-year period and therefore it does not appear in the evaluation of audit findings. 

3.1. Evaluation by company size 

First, we analyzed audit data from audits, i.e. audit irregularities by company size. The numbers of 

identified irregularities in audits based on the size of the company are shown in Table. 3.  

Tab. 3 Audit findings by company size 

 4 6 7 8 9 10 A06 A07 A08 A09 A10 A11 A12 A13 A14 A15 A16 A17 A18 

1 Small 2 2 2 3 1 1 
  

5 4 
  

12 
 

1 1 1 1 6 

2 Medium 3 2 3 1 4 
 

4 
 

6 6 
 

1 5 1 4 
  

7 7 

3 Large 
 

10 6 1 6 
 

2 4 8 4 1 10 13 8 1 1 6 7 10 

Total 5 14 11 5 11 1 6 4 19 14 1 11 30 9 6 2 7 15 23 

Table 3 shows that the biggest problems in small companies involve the “A12” category – 

Operations Security - Operational procedures, responsibility, Protection form malware, Back up, 

Logging and monitoring, Control of operational software, Technical vulnerability management, 

Information system audit and consideration., i.e. operations security. Smaller companies also have 

problems in the following areas: 



• Category “A18” – Compliance – Compliance with legal and contractual requirements, 

Information security review. 

• Category “A08” – Asset Management – Responsibility for Assets, Information Classification, 

Media Handling. 

• Category “A09” – Access Control – Business requirements on access control, User access 

management, User responsibilities, System and application access control. 

Medium-sized companies have the biggest problems with: 

• Category “A17” – Information security aspects of business continuity management – 

Information security continuity shall be embedded in the organization´s business continuity 

management system. 

• Category “A18” – Compliance – Compliance with legal and contractual requirements, 

Information security review. 

• Category “A08” – Asset Management – Responsibility for Assets, Information Classification, 

Media Handling. 

• Category “A09” – Access Control – Business requirements on access control, User access 

management, User responsibilities, System and application access control. 

In the case of large companies, the biggest problem is in the “A12” category – Operations Security 

– Operational procedures, responsibility, Protection form malware, Back up, Logging and 

monitoring, Control of operational software, Technical vulnerability management, Information 

system audit and consideration – operations security. Other areas with identified problems include: 

• Category “6” – Planning – Action to address risks and opportunities, information security 

objectives and planning to achieve them. 

• Category “A11” – Physical and Environmental Security – Secure areas, Equipment. 

• Category “A18” – Compliance – Compliance with legal and contractual requirements, 

Information security review. 

When evaluating the problematic areas in terms of the number of findings in 2019, we can see the 

most frequent irregularities in the “A12” category – Operations Security – Operational procedures, 

responsibility, Protection form malware, Back up, Logging and monitoring, Control of operational 

software, Technical vulnerability management, Information system audit and consideration for the 

entire time period. We can also see a lot of irregularities in the “A18” category – Compliance – 

Compliance with legal and contractual requirements, Information security review and “A08” category 

– Asset Management – Responsibility for Assets, Information Classification, Media Handling. 

Although this area is not significant in any category, it has gradually obtained points in audits in all 

analyzed categories. 

3.2. Evaluation by audit type 

Another evaluated criterion that we used when analyzing the data identified by audits included 

findings broken down by audit type.  

Tab. 4 Audit findings by audit type 

 4 6 7 8 9 10 A06 A07 A08 A09 A10 A11 A12 A13 A14 A15 A16 A17 A18 

1 IA 
  

1 
 

1 
 

2 
 

1 
        

1 1 



2 PA 2 5 5 3 7 
 

1 2 8 8 
 

4 17 6 4 1 6 5 15 

3 RA 1 9 4 2 1 1 3 2 8 6 1 7 12 3 2 1 1 9 5 

4 Oth 2 
 

1 
 

2 
   

2 
   

1 
     

2 

Total 5 14 11 5 11 1 6 4 19 14 1 11 30 9 6 2 7 15 23 

Let’s consider the number of performed audits based on the type of audit. We can see that there were 

seven initial audits during the entire year. Therefore, it makes no sense to evaluate this category 

because of a very small data sample. The situation is similar in the case of other types of audit. As 

the analysis shows, these audits focused on specific security areas and this is why auditors found 

irregularities.  

For our analysis it makes sense to evaluate two categories – PA – periodical audit and RA – 

recertification audit. In the case of periodical audits, the most frequently identified irregularities were 

in the following areas:  

• “A12” – Operations Security – Operational procedures, responsibility, Protection form 

malware, Back up, Logging and monitoring, Control of operational software, Technical 

vulnerability management, Information system audit and consideration. 

•  Category “A18” – Compliance – Compliance with legal and contractual requirements, 

Information security review. 

The following two areas are also worth noticing:  

• Category “A08” – Asset Management – Responsibility for Assets, Information Classification, 

Media Handling. 

• Category “A09” – Access Control – Business requirements on access control, User access 

management, User responsibilities, System and application access control. 

The most frequent irregularities in recertification audits included the following areas: 

• “A12” – Operations Security – Operational procedures, responsibility, Protection form 

malware, Back up, Logging and monitoring, Control of operational software, Technical 

vulnerability management, Information system audit and consideration. 

Other areas identified by the analysis include:  

• Category “6” – Planning – Action to address risks and opportunities, information security 

objectives and planning to achieve them. 

• Category “A17” – Information security aspects of business continuity management – 

Information security continuity shall be embedded in the organization´s business continuity 

management system. 

• Category “A08” – Asset Management – Responsibility for Assets, Information Classification, 

Media Handling. 

4. Conclusions 

Based on the analysis of 152 findings of information security audits in Czech and Slovak companies 

in 2019, we reached the following answers to our research questions: 

RQ1: What are the main identified problematic areas (according to the ISO / IEC 27001: 2013 

standard) in information security in 2019 based on the size of the audited company? 



Final answer: 

Tab. 5 Identified problematic areas in information security by audited company size 

Company size Major problematic area Other areas 

Small “A12” – Operations Security – Operational 

procedures, responsibility, Protection form 

malware, Back up, Logging and monitoring, 

Control of operational software, Technical 

vulnerability management, Information 

system audit and consideration. 

“A18” 

Medium “A17” – Information security aspects of 

business continuity management – 

Information security continuity shall be 

embedded in the organization´s business 

continuity management system. 

“A18” – Compliance – Compliance with legal 

and contractual requirements, Information 

security review. 

“A08”, “A09” 

Large “A12” – Operations Security – Operational 

procedures, responsibility, Protection form 

malware, Back up, Logging and monitoring, 

Control of operational software, Technical 

vulnerability management, Information 

system audit and consideration. 

6, “A11”, 

“A18” 

RQ2: What are the main identified problematic areas (according to the ISO / IEC 27001 

standard) in information security in 2019 based on the type of audit? 

Final answer: 

Tab. 6 Identified problematic areas in information security by audit type 

Company size Major problematic area Other areas 

IA/initial audit Data sample too small to make a conclusion  

PA/periodical 

audit 

“A12” – Operations Security – Operational 

procedures, responsibility, Protection form 

malware, Back up, Logging and monitoring, 

Control of operational software, Technical 

vulnerability management, Information system 

audit and consideration. 

“A08”, “A09” 

RA/recertification 

audit 

“A12” – Operations Security – Operational 

procedures, responsibility, Protection form 

malware, Back up, Logging and monitoring, 

Control of operational software, Technical 

vulnerability management, Information system 

audit and consideration. 

6, “A17”, 

“A08” 

Oth/Other Data sample too small to make a conclusion  



The good thing is that no irregularities of type CAT1 or CAT2 were identified during the 2019 audits. 

It means that security management systems showed no major irregularities or showed irregularities 

of medium gravity that have no impact on the quality and reliability of the information security 

management system in the company. OBS – observation, OFI – opportunity is used mainly for 

continuous improvement and further development of the security management system in companies.  
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