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Podébrady - Janie Chroust 2014

Welcome to IDIMT 2014!

A hearty welcome to the 22" IDIMT Conference!

We are happy to welcome you to the twenty-second IDIMT Conference. For various reasons we
have changed the location again, also trying to improve each year. This year we are in a spa: a new
experience for the participants of our conference. We hope that in this way we will stimulate both
body and mind.

Looking into the audience | see the familiar faces of participants who loyally return year after year.
We are a big family! This friendly atmosphere and the ample discussion time — many other
conferences unfortunately lack these characteristics — are one of IDIMT’s greatest assets.

The overall orientation of our conferences has not changed: it deals with current and future
challenges in a world living from and dependent on Information and Communication Technology,
but each year we can observe slight variations in interest and direction.

Looking back at the previous 21 conferences we observe a common trend from technology
(especially software) to ‘softer topics’. More and more the papers as well as discussions are
concerned with the impacts and consequences (both positive and negative) of ICT on business,
humans and society.



The first IDIMT conference (back in 1993!) discussed the transition of economies and social
systems of differing political structure and the resulting necessary technical and managerial
consequences. We then gradually advanced to considering the systemic aspects of a world
dependent on Information Technology, also looking at the resulting challenges and problems. Soon
economic topics attracted a growing interest of the participants, followed by contributions
concerning sociological and ethical aspects. Reliability, vulnerability, disasters, and security
followed as key topics. The influence of Social Media was taken up in the discussions last year.

This year’s conference expands and diversifies the topics of last year, resulting in the following
themes:

e Social Media

e Enterprise and Social Networking

e Disaster Management — Caring for Humans
e The Wisdom of Crowds

e Cloud computing: Risks and Chances

e Cashless Society

e ICT and Economy

e Corporate performance management

In my opinion the IDIMT-conferences act as a regional indicator of current trends in ICT. The
headings of the individual sessions and the number of accepted papers reflect the current interest of
participants. We sometimes even have to cancel a proposed session due to a lack of interest.

Hence the title of this year’s conference: “Networking Societies - Cooperation and Conflict.”

Employing a blind review process we have accepted 36 submitted papers and 7 invited papers,
resulting in an acceptance rate of 66% of submitted papers. The authors come from 9 different
countries (Austria, Belgium, Brazil, Czech Republic, Germany, Poland, Saudi Arabia, Slovakia,
and Spain).

Each session is organized by a Session Chairperson. Traditionally a session starts with a keynote,
the other papers providing additional points of view. The papers are followed by intense
discussions. We believe that the intense discussions are one of the attractions of the IDIMT-
Conferences, due to the interdisciplinary exchange of thoughts.

The preparation and realization of IDIMT 2014 would not have been possible without the support
of many organizations and persons. Therefore we would like to thank:

e the Czech Internal Grant Agency (IGA) for Grant F4/8/2013 (1G409013),

e the University of Economics Prague and the Johannes Kepler University Linz, which as
partner universities provide the organizational infrastructure.

Our further thanks go to:

e Petr Doucek for chairing the Organizing Committee, finding a new, attractive location for
the conference and organizing a greatly appreciated evening event,

e Vaclav Oskrdal and Antonin Pavlicek who took over the work of arranging and assembling
the selected papers into the proceedings, keeping contact with all involved parties,
especially reminding the authors and performing all the other necessary administrative jobs,



e Leca Nedomova, Conference Secretary, for her support,

o all keynote speakers, speakers and contributors of papers,

e all Session Chairpersons for establishing contacts and soliciting contributors,

o all reviewers providing critical remarks for improving the papers,

e the Trauner Verlag for acting as the publisher of our conference, and

¢ all other unnamed persons contributing to the success of this conference.
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Kral Bohumil
Maryska Milo$
Matyas Ondfej
Mensik Michal
Ministr Jan
Nedomova Lea
Neubauer Georg
Novak Richard
Novotny Ota
Oskrdal Vaclav
Pavli¢ek Antonin
Petera Petr
Popesko Boris

Looking forward to a successful and interesting conference!

Gerhard Chroust, July 2014
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Abstract

This paper deals with the system of prevention of environmental incidents caused by chemical
substances in the Czech Republic; major emphasis was put on the information aspects of this issue.
An understanding of the roles of various stakeholders and an assessment of their access to relevant
information are considered to be the most important factors for the prevention improvement. The
aim of this paper is to identify weaknesses within the system, options enabling better access of
stakeholders to relevant information as well as to improve mutual information exchange, with the
aim to enhance environmental incidents prevention, which is currently underway in the Czech
Republic.

1. Introduction

Emergencies with major negative impacts on human health and lives, property and ecosystems are
an increasingly serious problem in the world today. Emergencies are understood to include (a)
natural disasters, which occur out of natural causes independently of human action (windstorms,
floods, volcanic eruptions, earthquakes). The prevention possibilities are limited with natural
disasters. They concentrate mostly on monitoring of natural processes and building of an effective
system of timely warning; (b) environmental incidents caused in relation to human activity. The
risk of such incidents is increasing with growing production and other social activities, the
possibilities and opportunities for their occurrence are expanding, and their potential danger for
both the environment and human health is growing. As the studied topic is — in terms of scope and
complexity — a complicated issue, this paper will focus only on one-off incidents caused by human
or technique failures that have serious impacts on the environment, i.e. on environmental incidents.
We will also limit ourselves in the discussion into the issue of environmental incidents prevention,
and we will not, given the scale of this contribution, deal with the issue of already existing incidents
solution.

Our paper focuses on emergencies caused by a single-instance human or technological failure with
serious environmental impacts, known as environmental incidents. The most risky activities in the
course of which an environmental incident can happen are currently seen to be:
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e utilization of nuclear energy;

¢ handling of hazardous chemicals;

¢ handling of substances that may endanger the quality of groundwater and surface waters;
¢ handling of hazardous waste;

¢ handling of genetically modified substances and organisms (GMO).

In this paper, we will concentrate on prevention of environmental incidents caused by selected
dangerous chemical substances.

The objective of the paper is to identify the deficits and major problems in ensuring this prevention,
with focus on access to, and exchange of information, under the conditions defined by the current
legal (institutional) system of the Czech Republic (the CR), and to suggest possible ways to
improve these procedures. The major methodological approach applied is qualitative research,
which serves best to gain the necessary information at this level of analysis.

The framework of the paper is the Czech Republic. According to Potuzakova and Mildeova (2011),
sustainability and social dimensions might be systematically considered also in the broad cross-
border context, especially within the European Union. However, the international context and
connections to transnational information systems and databases provide another dimension, which
IS to be the subject of other research. It does not look realistic to expect in this area such
functionality, as the one provided for instance by the Schengen Information System.

2. Entities managing prevention of environmental incidents in the CR

Three principal entities contribute to prevention of incidents caused by hazardous chemicals:
e public administration authorities,
e operators of facilities that are potential sources of risk,
e the public.

Efficiency of management of environmental incident prevention requires an appropriate division of
responsibilities and tasks among these involved entities and a flow of necessary and good
information among them. Each of the entities plays a special role in the incident prevention process
and has different information that has to utilize in order to succeed in ensuring incident prevention
(Kreuz and Sauer, 2012). The exchange of information among the stakeholders involves collection,
processing and dissemination of this information so that such situations can be tackled efficiently
(Coombs and Holanday, 2010).

The general scheme of information provision in the CR (not only environment-relation information)
is set in the way that companies provide public administration authorities with mandatory
information about themselves and their activity (in the case they provide information directly to the
public, it is based on voluntary decisions by firms and voluntary is also the scope and structure of
the information provided). Public administration authorities are then required to provide the public
with information, both acquired from companies and obtained by their own activities. Restriction of
information provided to the public is possible, but reasons for such restriction have to be defined in
advance (e.g., authorities will not disclose information that might threaten the national security,
intellectual property protection, and other similar reasons).
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Public authorities have a number of information systems from the environmental area to serve as a
basis for their decisions. The Ministry of the Environment collects most of them in the
Environmental Integrated Information System (EIIS). It is a set of information systems that relate to
the environment, especially Register of Emissions and Air Pollution Sources [REZZO], Air Quality
Information System [ISKO], extensive water management records, the Integrated Pollution Register
[IPR], Waste Management Information System [WMIS] and more. These information systems are
designed as separate entities, without direct reference to the common environment. Data managed
in a unified information system EIIS are collected from external subjects, or are produced by the
system operator. In addition to the usage of these information systems authorities also collect
additional information about the risks from companies and, partially, from the public too. The
principal advantage of the public administration authorities is that they can evaluate this
information in the general context and connection across their jurisdiction (risk of domino effect,
logistic issues, etc.). Public administration authorities are also responsible for providing the public
with information. As for environmental incidents, this includes chiefly information related to
resolving of incidents that have occurred, as well as information related to prevention (Skrbek,
2012). An information flow model describing the main flows is shown in Figure 1.

mandator

Facilities Authorities

A
L
&
Public

Figure 1: Information flow model

Operators of facilities in which hazardous substances are located have mostly information of a
technical nature (what substances they have, in what quantities, how they are handled, where in the
company the process takes place, etc.). For respectable companies that adhere to corporate social
responsibility (CSR) principles, incident prevention is a part of their overall sustainable
development strategy, including cooperation with public administration authorities and the public
(Doucek, 2011). On the contrary, they do not have the same kind of information about other
companies in their area.

The public, notably its part that involves itself in matters, plays an irreplaceable role. It comprises
largely lay people, with a small proportion of professionally competent citizens (e.g., with a degree
in natural sciences or chemistry). It is much more difficult for the public to access information on
incident prevention than it is for the public administration of the corporate sphere. Public is reliant
on what information is published by authorities (obligatory, based on law requirements, or
voluntarily beyond this). Public may ask for the information available to the government, either in
accordance with Act No. 123/1998 Coll. “The right to information on the environment”, or with
Act No. 106/1999 Coll. “On free access to information”. Public approach to public administration
information systems is limited or not possible at all. Thus, for each subject there is an information
asymmetry, which complete removal cannot be assumed (Fiala and Sauer, 2011).
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3. Current legal definition of incident prevention in the CR

Prevention of incidents caused by chemical substances is the only type defined by a separate act of
law, namely Act No. 59/2006 Coll. on the Prevention of Serious Incidents Caused by Hazardous.
Chemical Substances or Chemical Preparations (the Prevention of Serious Incidents Act). (In the
Czech Republic there is also effective Act No. 76/2002 Coll. “On integrated prevention”, but its
content and purpose relate to the prevention of environmental incidents only marginally. This Act
mainly regulates the procedure for the issuance of integrated permits. These permits shall replace
the existing sub-permits issued by several authorities by comprehensively assessed document that
assures environmentally acceptable operation of the company).

Pursuant to the Prevention of Incidents Act, operators of facilities and buildings in which
hazardous chemical substances are located are required to:

e collect information about what substances are handled in the facility (type and quantity);

e assess whether the situation is subject to the obligation to propose for themselves
classification under Group A, Group B, or make a Report on Non-classification;

o elaborate a risk analysis pursuant to the requirements of the Act;

e Dbased on pre-existing information, elaborate a draft Safety Program or a Safety Report and
wait for the regional authority to approve these documents, or rework them based on its
comments;

e ensure, in its buildings, unconditional adherence to all the requirements for safe handling of
hazardous chemicals and implementation of the Safety Program or the Safety Report;

e upon any material change, inform the regional authority, modify and rework all the
documentation and have it re-approved.

In order for these rules to be sufficiently effective in incident prevention, the facility operator has to
have qualified and adequately competent staff or arrange external professional assistance.

Public administration authorities (regional authorities above all) have the following tasks in the
process of preventing incidents caused by selected chemical substances:

e process operators’ proposals for classification into Group A or B or non-classification. In
such cases, they may decide on changes (in classification into groups, or classification of
operators with smaller quantities of substances) by means of assessing the proposals in their
context, while taking into account additional regional circumstances and a potential risk of a
domino effect;

e examine the quality of the risk analysis submitted by the operators and request potential
additions or reworking;

e examine the quality of draft Safety Programs or Safety Reports submitted by facility
operators. In this phase, they shall cooperate with municipalities affected by the risk and,
through them, identify any comments or objections from the public. After that, they shall
approve the drafts or return them for additions or reworking;

e make the approved safety documentation accessible;

e cooperate on inspecting operators, as envisaged by the Act, with the Czech Environmental
Inspectorate, Integrated Incident Prevention Inspectorate, and any other applicable public
administration authorities.
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In addition to authorities with executive powers, other affected public administration authorities
may intervene in the process, which submit their position statements and formulate their
requirements for the purposes of regional authorities’ decision-making. The regional authority shall
assess these comments and may make use of them in its decision-making. These authorities include
mainly environmental protection ones as well as many others if their scope of activity is concerned
by the incident risk.

The public are the third entity that is affected by prevention of incidents caused by chemical
substances by law. The public have the right to be informed about the risks that concern it and that
may affect the public’s property, health or even lives. They should also have the right to influence
decisions that are related to the risks.

The Serious Incident Prevention Act includes information of the public and assumes involvement
of the public in decision-making:

e regional authorities are required to inform the public, via affected municipalities, about
submitted draft Safety Programs and Safety Reports from operators of facilities where
hazardous chemical substances are located. These drafts have to be posted for a prescribed
period of time, and the public may familiarize themselves with them, make duplicates,
copies or excerpts from them, and submit comments on them, which have to be in writing;
currently, any other form (oral, telephone, email, etc.) is inadmissible. The public may
express their comments also in another way than in writing, but authorities are not obliged
to deal with this form of comments — particularly because of a lack of plausibility and
shortage of evidence in any subsequent litigation.

e regional authorities have to organize public hearings to discuss these drafts in a form as
prescribed by the law;

e when deciding about the draft documents, comments by the public have to be taken into
account;

e approved documents, too, have to be made publicly accessible.

Even before the effect of this Act, there used to be a partial legal regulation focused on selected
specific areas that required such regulation in the past. These were:

e military grounds and military facilities (regulated by Act No. 15/1993 Coll.);
e risks associated with ionizing radiation (regulated by Act No. 18/1997 Coll.);

e road, rail, air and waterborne transportation of selected hazardous chemical substances or
chemical preparations outside buildings and facilities, including temporary reposition,
loading and unloading in the course of the transfer (regulated by an array of legal standards
regulating transport, such as Act No. 111/1994 Coll., Act No. 266/1994 Coll., Act No.
114/1995 Coll.);

e transportation of selected hazardous chemical substances and preparations in pipelines
(including associated pumping, compression and transmission stations built outside
buildings and facilities along the pipeline route (regulated by Act No. 458/2000 Coll.);

e mining for deposits of minerals in mines, quarries or boreholes (except surface buildings
and facilities for chemical and thermal processing and refinement of minerals, storage and
reposition of materials in settlement tanks) (regulated by Act No. 61/1988 Coll.);

e surveying and mining for minerals in the sea (practically non-existent in the CR);
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¢ landfills (regulated by Act No. 185/2001 Coll.).

This means that prevention of incidents that can be caused by hazardous chemical substances in the
CR is currently regulated differently depending on which types of facilities contain such substances
rather than on what types of substances they are.

The list of such facilities and activities is extensive. Separate acts of law that are referred to in these
special cases often do not include any detailed regulation and are accompanied by executive
decrees or departmental regulations. The basic scheme of the preventive measures has to be similar
and focuses on preventive actions of facility operators and actions of applicable authorities that
approve and inspect their actions. However, the realistic options for public participation in these
special legal standards are minimal or none. They are either older legal standards from times when
information of the public and their participation in decision-making were not practiced, or they
concern facilities in which different interests prevail and most of the information is classified
(military facilities).

4. Public involvement in the prevention of environmental incidents

Involvement of the public in the environmental incident prevention process represents a separate
issue. The lasting tradition in the CR is to exclude the public from decision-making on these
matters rather than involve it. Neither business nor authorities have shown keen interest in the
public being given information about what they are discussing together and what they are going to
agree on. Both the actors are satisfied with this method of discussion and decision-making, because
they have learnt to coexist together and are capable of influencing one another so that both parties
are eventually happy with the outcome. The interest of the public and their effort to participate in
the decision-making is disrupting this situation and complicating it. The most frequent argument for
excluding the public is that they are not qualified enough, that they exaggerate the risks and
concerns, and thus hinder development of business and economic growth. Contrary to that, the
current trend which public administration bodies and business undersign at least formally is
different. In line with its preamble, signatories to the Aarhus Convention (AC) acknowledge that
the public have the right to be informed and to participate in decision-making on matters that
concern them. It is ultimately the public who will feel the consequences of environmental incidents,
either directly (health and lives, property) or indirectly (ecosystem damage and deteriorating living
conditions; elimination of incident consequences is funded from public budgets as well). The
Aarhus Convention says (and its signatories agree by signing it) that the public may contribute to
better quality of decisions made, bring new stimuli and promote goals and ideas that neither
businesses nor authorities have thought of.

In most cases, however, the public so far only have the right to be informed about what public
administration authorities are discussing, and comment on that. The method in which the authorities
publish the information does not stimulate the public interest very much at present. The legal
standards assume various forms of mandatory publishing of information (on notice boards, on the
Internet). The documentation is not published in full: only information where and when one can
study it (at the authority offices, within their opening hours) is published. This does have a
justification, because many of the documents are very extensive and cannot be published directly
for capacity reasons, whether electronically or in the forms of tens to hundreds of pages posted on
public notice boards. In practice, this means that interested public are discouraged by the effort that
they would have to exert in order to obtain the information. Another fact that may discourage the
public is that they are entitled to submit comments (written form is required to enable work with the
precise wording), because the authorities are not (and cannot be) required to respect every
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comment, but rather have to deal with them, even by way of rejecting them with a justification why
they do so (Dvotak and Hadrabova, 2012).

5. Conclusion

Environmental incidents are always caused by some deficiency in handling hazardous substances. It
may be due to the fact that the rules for handling these substances are not strict enough and do not
regulate risks properly. In this case, the primary responsibility lies on the public authorities
responsible to set appropriate rules. To set quality rules for the handling of hazardous substances
requires adequate qualification of public administration officials or experts with whom they
collaborate.

Since the advances in this areas are constant and new hazardous substances are invented all the
time, the preliminary assessment principle has to be followed: it says that before a substance is
permitted (registered), the potential risks associated with it have to be considered adequately and
from all points of view, and that it must not be approved if these risks exceed the tolerable limits.
Along with it, the precautionary principle has to be observed, whereby we should terminate or
suspend, without undue delay, the use of substances that have passed the approval process in the
past but whose potential risks have been proven later with new findings and experience. In such
cases, regulation has to be quick without waiting for conclusive scientific affirmation or refutation
of the concerns, because such affirmation may take many years and the damage may become much
worse; polychlorinated biphenyls (PCB) are a typical example of where the precautionary principle
was not applied and the damage has been enormous.

Environmental incidents may also happen due to human error, particularly insufficient discipline of
staff at work and failure to adhere to regulations, or insufficient staff training and risk information.
This area is chiefly the responsibility of operators of facilities in which the substances are handled.
It is also partly the responsibility of public administration authorities, which may specify
requirements for qualification, training and periodic testing for staff in contact with hazardous
substances at work, and which check companies operations.

Another possible cause of incident may be technical failure (defect on the facility). This failure
may occur either due to neglected mandatory maintenance and inspection of the facility (which is in
fact again a case of human error), or due to causes that cannot be avoided in spite of all efforts
(material fatigue, facility damage that cannot be detected with routine inspection, etc.). Again, the
responsibility is primarily with facility operators but also public administration authorities (which
set rules for operation, periodic inspections and repairs of facilities, and inspect the adherence to
such rules).

The aim of this paper was to identify the strengths and weaknesses of prevention of environmental
incidents in the Czech Republic and possibilities for improving the prevention of incidents, which
is currently working in the Czech Republic. The main contribution of qualitative research we
consider the identification of fundamental shortcomings that need to be removed.

It is necessary to examine, in which extent existing dissimilar legislation of the prevention,
embodied in different legal norms that emerged over many years, is or is not a problem. At the
same time, it is desirable to examine, if unification of legislation — or at least a modification of sub-
rules to match the demands of today — would be necessary. It is also necessary to consider
extending the possibilities of public participation in the prevention, particularly where this option
does not yet exist or is insufficient. In this context, it is necessary to facilitate public access to the
necessary information, especially to those available to government in its information systems.
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Gradually, it is necessary to remove the fragmentation of the individual sub-systems in the
Integrated Information System environment and adapt their content to the needs and ensuring the
prevention of incidents. Given that information asymmetry among individual entities exists and
cannot be expected to remove it, there may be the possibility of testing hypotheses or models of risk
management by laboratory economic experiments. This would allow testing to detect any weak and
strong points of prevention programs and improve their preparation and approval process.
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Abstract

This paper presents results of research focused on fears and worries related to obligatory using
eCall system in new cars since 2015. It also discusses some related topic, especially privacy
concerns in case of using mobile devices for navigation and dependency of those worries on users’
characteristics. It also monitors people’s willingness to have eCall installed in older cars.

1. Introduction

In previous work (Kubat, 2013) a combination of already implemented solution and a new concept
was introduced. One of the methods for forewarning in case of traffic problems is eCall and the
other is a smart phone application, namely Waze. When presenting the idea | encountered many
doubts about user data security and other personal data issues. So | decided to do a research about
this topic and to find out, how people perceive the data security areas and how they feel about their
possible misuse. This paper introduces results of the research.

2. eCall

Project co-funded by the European Union aims to the creation of a system that enables automated
reporting on accidents to the European-wide emergency line 112, including accurate information
about its location. When the eCall device installed in a car detects an accident by means of sensors,
it automatically sends a message to the nearest emergency centre, indicating the exact geographical
location of the accident as well as other data. This system can be activated either manually by
pressing a button on the dashboard by the vehicle passengers or automatically by the vehicle
sensors triggered during an accident. After the system is activated, a connection with the nearest
emergency call centre (PSAP) is established transmitting both sound and data flows. The sound
connection enables vehicle passengers to communicate with professionally trained call operators
while at the same time data channels are used to transmit data messages (MSD) to these operators.
Each message contains 43 details about the accident, such as time, exact location, car identification,
eCall system status (whether the eCall was activated manually or automatically) and information
about possible service providers. Based on this information, the operator will liaise with the
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integrated emergency services to direct them to the exact accident location as well as provide them
with an exact description of the accident’s severity and the number of injured. (Vévra, J., 2010)

A manual use of the system can be useful when a traffic accident is witnessed (European
Commission, 2010). eCall systems should be installed in all new cars, at the latest, by 2015 and
possibly also installed in older cars.

Although this system brings a clear improvement of the current situation in terms of saving lives
and providing quick health care during accidents, it does not provide a solution for distributing
information about the accident to the drivers approaching the place of accident, i.e. who are
potentially at danger. When using existing information channels, the acquired accident data could
be made available in about 5-10 minutes via motorway information boards, RDS-TMC messaging
and radio travel news. However, each of these distribution channels has specific limitations and
based on current traffic density the above-mentioned reporting times are clearly insufficient. The
next disadvantage is a fact, that according to the system specification, it cannot locate the car before
the emergency message is activated. It means that after activating the message, the system starts
searching for satellites therefore a delay is inevitable.

There is also another point of view. This perspective takes in account the fact that altough official
places claim that there is no way how eCall could “spy” its users, there exists an official document
named “Summary for citizens” that advises official places how to introduce eCall to citizens. In this
document there is clearly stated that other advantages of the system are following:

e Less traffic jams caused by traffic accidents
e More effective control of traffic after traffic accidents

e The system could be used for other pusposes — electronic road-toll, monitoring of dangerous
wares, more modern models of insurance etc.

e Via this system automotive industry and tellecomuniccation companies could provide new
services.

This view tries to prove that implementing eCall will have next stages and their assertion wil result
in the real possibility of online tracking our vehicles. Unfortunately the document was withdrawn
during working on this paper so the link is not valid. The original document is at disposal on an
email of the authors of the paper.

3. WAZE method

WAZE is a free social GPS application featuring turn-by-turn navigation. It means that the driver is
led through every crossroad. WAZE is supported by Android, iPhone, Symbian, Windows Mobile.
WAZE differs from traditional GPS navigation software as it is a community-driven application
and learns from users' driving times to provide routing and real-time traffic updates. It gathers map
data and other information from users who use the service. Additionally, people can report
accidents, traffic jams, speed traps, police patrols. It can also update roads, landmarks, house
numbers, etc.

WAZE is available for download and use anywhere in the world, but while some countries have a
full basemap, other countries still require users to record the roads and edit the maps. Currently
WAZE has a complete base map in the United States, Canada, United Kingdom, France, Germany,
Italy, Netherlands, Belgium, Israel, South Africa, Ecuador, Chile and Panama.
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In addition to turn-by-turn voice navigation, real-time traffic, and other location-specific alerts,
WAZE simultaneously sends anonymous information, including users' speed and location, back to
its database to improve the service as a whole. This crowd sourcing allows the WAZE community
to report navigation and mapping errors and traffic accidents simply by running the app while
driving.

For the purpose of early warning we will deal only with the alerts. The routing and navigating is not
important for this paper. WAZE can be used for warning in both cases — car accidents and traffic
problems. It will inform other users the fastest way (compared to previously described methods).
On the other hand, it has some disadvantages. A smartphone is necessary (OS: iPhone, Android,
Windows Mobile or Blackberry) and a data plan is needed (to eliminate expenses for mobile data).
But even with a data plan there are areas with no signal. In case of an accident there is a delay
described in next chapter. And since it is a GPS application, signal from satellites is necessary.

A WAZE user has to be disciplined and not distract other users by sending useless messages just
for obtaining more points in the WAZE system. Points serve for progress in WAZE user hierarchy.
During the report of an event a driver is distracted too.

WAZE does not get information only from its users but from NTIC as well. The reverse flow of
information is not possible at the moment. Reports from drivers are verified by other drivers but
WAZE is still not reliable information source for NTIC. Of course, even a WAZE user has a duty to
report the accident on line 112. In this case the other WAZE users are informed two times.

The idea is to allow information from WAZE report flow into NTIC which would then deal with it
like with information from any other source. The data format of the information would have to be
standardized. After the standardization the information could be processed flawlessly. It would
ensure better awareness on the input. If the information is properly verified it could be processed by
the Radio HELP system immediately without causing delay in NTIC. WAZE implementation
would take effect in case of traffic problems that are not life-threatening. In those cases eCall is not
activated and drivers are not obliged to inform NTIC about the problem.

Security issues of the application are equal to security issues of any other application that can send
positional data. And using the application is a person’s choice opposed to obligatory eCall.

4. Questionnaire

The questionnaire was created with emphasis on the fact that each respondent is different.
Therefore the questionnaire was branched so we could get useful information even from a
respondent who does not own a car or mobile device. For example if he or she does not use a
mobile device for navigation, there was a question: “Why do you think other people find using
mobile devices for navigation useful?”

For the best variety of respondents the questionnaire was disseminated many different ways. Via e-
mail (friends anf family members), facebook, idnes blog, car section on news server
(garaz.autorevue.cz) and 1.9 % of questionnaires was filled directly on the server where the
questionnaire was created. | avoided asking students because it would influence a diversity of
results.
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5. Composition of respondents

Total number of returned valid questionnaires was 210 from 250. 62,9 % were men and 37,1
women. Other respondents’ characteristics are specified in tables 1, 2 and 3. Response rate cannot
be figured out since this questionnairy was online. Therefore when a potential respondent decided
not to attend the research, authors would not know it. All respondents were from the Czech
Republic.

number | percent
under 18 years 6 2,9%
18 - 25 years 53 25,2%
26 - 30 years 42 20,0%
31 - 35 years 40 19,0%
36 - 40 years 29 13,8%
41 - 45 years 14 6,7%
46 - 50 years 8 3,8%
51 - 60 years 12 5,7%
over 60 years 6 2,9%
total 210 |100,0%

Table 1 Age of respondents

number | percent

primary school 9 4,3%

skilled 11 5,2%

high school 92 43,8%
university 98 46,7%
total 210 |100,0%

Table 2 Education

number | percent
under 560 € 26 12,4%
570-930 € 51 24,3%
940 -1300 € 50 23,8%
13101860 €| 40 19,0%
over 1870 € 43 20,5%
total 210 |100,0%

Table 3 Month family income
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6. Evaluation:

6.1. Groups of users

In the first step basic groups of users were discovered. 74,3 % respondents own a car. 73,1 % car
owners use smart phone and 68,4 %, e.g. 73 respondents smart phone owners use it for navigation.
People who do not use it for navigation have following reasons: 58,3 % users have dedicated
navigation, 13,9 % use paper maps, 25 % do not need a navigation and 2,8% have other reasons.

The question ,,Would you like to have eCall installed in your older car?* had also interesting
responses. 40,6% respondents would install it if it cost less than 150 €. 10,1 % would instal it if it
cost less than 300 € and 52,2 % respondents would not install it at all.

6.2. Worries about eCall data misusing

In the next step the fear of data misuse when using eCall was evaluated. From total of 210 valid
respondents 25,7 % was afraid of data misusing. One of aims of this paper was to find out what
affects this privacy concerns. If it is gender, income of the family, age or education. Respondents
were not told about possible misusing possibilities in advance and this was an open question (no
possibilities were suggested).

Hypothesis claimed that there is no dependency of worries on observed property (age, income etc.).
For finding out the dependency a Pearson contingency coefficient was used. The coefficient can
reach values 0 = P <1, whereas value 1 can not be reached. Calculations showed that the
dependency in all investigated characteristics is very low. The strongest dependency is on age and
the weakest on gender. Hypothesis has been rejected.

P age (01254) >P education (0,19) >P income (0,125) >P gender (0,039)
6.3. Privacy concerns of social network users

After comparing answers to questions: “Are you afraid of misusing your personal data while using
smart phone for navigation?” and “Do you use social networks?” was found out that from 35
respondents who are afraid of misusing their personla data 26 use social networks. So the question
is: How righteous are those worries? People may think that Facebook or Google+ are safe because
these social networks are widespred. In the contrary, eCall and social navigation software are
relatively new systems and people tend to believe that new things could be suspisious.

6.4. Categorising worries
For more detailed overview of respondents’ worries there were implemented some open questions

in the questionnaire. Among them was the question: “How could be data misused?”” This question
was answered by smart phone users and their replies are in the table 4.
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worry % of users
Position tracking 26.5 %
Marketing issues 23.5%
Stealing money, property | 17.6 %
Various ways 14.7 %
Voice monitoring 5.9%
Identity theft 5.9 %
| don't know 2.9 %
Speeding tickets 2.9%

Table 4 Categorising worries — smart phone users

From users’ replies is easily readable that the position tracking is not the only issue. Misusing for
marketing purposes or stealing money is a privacy concern of many users as well. Unfortunately
there were not more respondents so the results are not very significant.

Next important question was: “Why are you afraid of implementing eCall since 2015?” There are
two main groups of respondent that have similar replies. Replies are summarized in table 5. Some
replies correspond with facts discussed above, eg. electronic road-toll is not only pointles fear but
taking into account the official document it has some real outlines.

worry % of
users
Misusing with no detailed description
(Big Brother, Czech law environment, distrust in state apparatus etc.) 340%
Permanent position tracking 32.1%
Various ways 4.9 %
Electronic road-toll, speeding tickets, travel orders ets 4.9 %
Other answer 4.9 %
\oice monitoring 3.7%
What is obligatory, can be misused 3.7%
Marketing issues 2.5%
| don't know 2.5 %
Distrust of official information 25%
Hacking a server with users data 1.2%
Distrust of employees of the system 1.2%
Minimal law protection 1.2%

Table 5 Categorising worries about implementing eCall
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7. Conclusion

There is no doubt that implementing new technologies can improve reaction time in case of
emergency situation. But in the contrary, there are facts that are not officially comunicated to
public. And after evaluating the questionnaire it can be claimed that citizens are not unconcerned
about their privacy. There are some ideas how to improve the safety. For example, to make eCall
firmware open-source code. But the question is if this would be acceptable.

Interesting fact is that some people use social networks and their data are quite easily available but
they are afraid of misusing data about their position. Certainly there is a different character of data
but it still means that new technologies should be communicated honestly and carefully.
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Abstract

The main purpose of this paper is to analyze the processes of information sharing on the municipal
level with the aim to restore normality after a disaster occurs. The emergency management on the
highest - national - level is thoroughly described in the National Emergency Plan while the factors
such as education, culture, communication, and volunteerism influencing to a significant extent the
“municipality level” are not managed and are organized ad hoc. On this lowest level, the
representatives do not usually have the required managing skills and knowledge (they receive some
education in this area but quite often they have no practical experience with large-scale leadership)
which appears as problematic since they have to lead and coordinate numerous groups of citizens
and volunteers. In this article the authors, via personal interviews with the municipality
representatives, evaluate the critical factors of successful crises mitigation based on the experience
of small towns with the emergency management implemented during the flash floods 2010 in the
Liberec region. From historical events the critical success factors (CSF) could be achieved for
emergency management.

1. Introduction

In the recent years we witnessed many emergencies resulting from natural extreme events, heavy
traffic or blackouts. Many researchers are currently documenting and describing strategies and
processes applied in such a situations in order to analyze and identify the factors that are necessary
for successful and efficient problem solving. Similarly to the business environment, improvisation,
adaptability and creativity represent the important aspects having impact on the chosen approaches
to the coordination, collaboration and communication.

Emergency management is a multidisciplinary and multi-organizational event that necessitates
cooperation across geographical and organizational boundaries. It requires coordination of human
resources, technology, money, equipment while taking into consideration economical, cultural,
educational, political and legal factors and the parameters of functions such as communication,
coordination, information sharing, and decision making. According to Williams, Batho and Russell
(2000, p.300) the primer objective of a disaster management is to restore normality as quickly as
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possible. The response phase can be divided into three processes reflecting the timeline of the
crisis: pre-event, crisis event and post event.

For each of these processes Ozceylan and Coskun, (2008, p.376) define the main factors of the
emergency management model as: technological (effective warning system), cultural, socio-
economic (transportation, industrialization, infrastructure), political (government, legislation),
organisational (national emergency plan, coordination, administration) and risk factors (climate,
geography). This problematic was already studied by many authors who indentified different
aspects that could be included among the CSF of emergency management at municipal level:

e Collaborative network (Williams, 2000, p.301),
e Agility, creativity, improvisation, adaptability and discipline (Harrald, 2006, p.121),

e Organisational flexibility, culture openness, effective coordination and collective response
(Corbacioglu and Kapucu, 2006, p.220),

¢ Inter-organisational factors (Horan, Marich and Schooley, 2006, p.119),

o Clearly defined leadership roles, responsibility and authority (Dawes, Creswell, Cahan,
2004, p. 156),

e Infrastructure (Ozceylan and Coskun, 2008, p.376),

e Training (Williams, Batho and Russell 2000, p.300),

e Effective communication (Bardach, 2001, p.149),

e Preparedness (Skrbek, 2013, p.200),

e Political will (FEMA, 2006),

e Coordination, skills, knowledge, experience (Comfort, 1999, 134).

2. Research methodology

As it was already mentioned, the aim of this article is to analyse the problems during the crisis
recovery phase on the municipality level. We organised a survey based on controlled interviews of
the mayors from the municipalities in Liberec region that were in 2010 directly affected by the flash
floods. Our aim was to investigate the greatest issues that appeared while performing the standard,
prescribed procedures and to obtain personal opinion of these respondents on the changes that could
be made in order to make the future emergency response more effective and all the aspects
manageable in timely manner.

We were expecting that the results of this research will help us to more closely identify the CSF of
the post-disaster processes enabling the return back to “normal” state. The critical success factor
method that we choose, serves as a tool for identifying important elements of success Rockart
(1979, p. 217) in the key areas of activity in which favourable results are absolutely necessary for a
particular manager to reach his goals. The CSF method usually consists of five steps: 1)
identification of the analyzed area, 2) collection of the data, 3) data analysis, 4) identification of the
individual CSF, 5) analysis of the processes influencing the CSF.

Generally, each level of the organisational management has to concentrate on different CSF
because the factors are dependent on the goals that the levels are supposed to achieve. Goals of the
emergency management at the municipal level are defined by the directives and by the National
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Emergency Plan. Whereas most of the procedures how to achieve the goals are described, the
aspects that influence them are neglected. Among the numerous goals that need to be fulfilled we
will concentrate on the priority ones that are: the human lives safety, the provision of the
humanitarian aid and restoration of the elementary infrastructure. This paper does not deal with the
secondary recovery activities which take place after the crisis subsides and most of the basic
support systems are again functional.

v 4 vle=l

Lesha

Swierado

itynia

o (13 —

Figure 1: Villages at the affected area (source authors)

During our data collection, we interviewed 18 mayors (representatives) of the local villages and
communities where the floods had the most serious consequences in the last years (see figure num.
1). Five of the questions were opened and the rest (12) were closed. The respondents were asked
about the plans for emergency information sharing, strategies used for the coordination of
volunteers during and after the crises situation and about possibilities of communication with the
citizens in form of a feedback or about the existence of educational formations and courses in
which the citizens could learn how to proceed in crisis situation. For the construction of the
interview we used questions built on the emergency management model (see figure num. 2). This
model presents all possible factors that can play an important role in the emergency management
and that are therefore candidates to be classified as the critical success factors. At the end of the
interview the respondents were asked to evaluate the importance of each factor on the scale form 1
(the less important) to 5 (the most important).
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Figure 2: Emergency management model (Ozceylan and Coskun, 2008, p.379)

Crisis is a specific situation creating a new setting of conditions that is unfavourable and may
become dangerous in many ways. The tendency is to get the setting back to the original (or
improved) state. Based on our previous analysis of the current research and studies in this area we
suppose that majority of the CSF will be dependent on the choice and functioning of the
communication and information technologies. Contemporary society is referred to as the
information society because, nowadays, almost everyone has a permanent connection to the internet
(at work, during free time, or at home). It starts to be the main communication tool in all aspects of
life. Some authors even call it the evernet (Geffroy, 2013, p.15). Despite all the advantages that
these technologies offer, we think that they also represent a greatest source of technical or
organizational problems. Via the identification of the CSF we equally hope to enlighten the role of
ICT in emergency/crisis situation and their impact on the goal achievement at the municipality level
that is managed by the local authorities.

3. Lessons learned from the flash floods 2010 in the Liberec region

In August 2010 the north of the Czech Republic was hit by heavy torrential rain that resulted into
flash floods having severe and long-lasting consequences on the infrastructure and functioning of
the affected regions. The floods struck primarily in the Liberec region and Usti nad Labem which
both had to declare a state of emergency. The situation required a rapid response and coordination
of rescue and organizational units on many levels. In this case study we focus on the mobilization
of individuals and material resources on the municipal level. During our research we interviewed
the mayors or representatives of eighteen selected villages in order to obtain data concerning the
problems that occurred during the crisis response and resilience phase.

The most problematic factor appears to be the coordination of citizens. Many of the answers
mentioned the reluctance of many citizens to leave their homes and move to safety zones. “People
usually underestimate the situation and the possible danger.” It was proven that some people do not
believe there is an imminent danger or that the situation will become critical and life-threatening
until they can experience it them-selves which may lead to complicated rescue operations. On the
other hand, the respondents are convinced that if the citizens perceive the risk as valid, they are able



Klara Antlova, Iva Hovorkova, Tereza Semeradova

to promptly react. Indiscipline and curious citizens negatively influence also the organization of the
humanitarian aid. Despite all these problems, only 20% of the villages that participated to our
survey organize public educational sessions or trainings explaining the citizens how to behave in
case of emergency. None of the municipalities have plans describing how to create, manage and
utilize the network of volunteers as effective workforce. Collecting of the humanitarian aid by
default takes place at the municipal office.

Significant issues appeared in early warning system as well (Skrbek, 2013, p.39). We discovered
that certain municipalities have even incomplete informational infrastructure and very limited
broadcasting possibilities that is why they need to, above all, rely on the help of Fire and Rescue
services (FRS) who are equipped by a radio broadcasting device. The role of these services is
amplified even more by the malfunctioning and “constantly overloaded mobile networks”. The FRS
plays an important role also in informing elder citizens by visiting them in person. In addition his
majority of villages provide critical information via profiles on social networks, official website of
the municipality or via SMS.

With regard to crisis preparedness, all respondents confirmed that they have contingency plans and
scenarios that are updated after every emergency situation the community had to recently face.
However, only few of them have made the plans available to the public. Some of the answers
likewise pointed out the lack of contact information on emergency services and uncertainty which
protocol they should follow. Most of the respondents also recommended the organization of more
trainings where the first responders and local authorities would become more familiar with the
procedures and protocols that are necessary to follow.

4. Critical success factors of crisis management at the municipal level

The results of our local survey show that there are important shortcomings in all critical success
factors listed by Ozceylan & Coskun (2008), that means the technological, cultural, socio-
economic, political, and organisational and risk factors (fig. 2). The municipalities are not able to
develop fully functioning collaborative networks of volunteers, rescue units and local authorities.
Due to the low level of situational awareness and lack of knowledge about the prescribe procedures,
the agents who participate in crisis response and resilience are confused, which considerably slows
down the decision-making process and makes it impossible to react flexibly with regard to the
changing environment. All these problems could be avoided by creating coordination plans with
clearly defined roles and responsibilities including the help of groups of volunteers.

The factor that is cited by almost all the respondents is the effective communication. This factor can
be without any doubts considered as fundamental since it has a high impact basically on all the
others elements of a successful crisis management. If the communicational infrastructure does not
answer the needs of reach, speed and quality, it will be very difficult to establish a stable
information flow between all stakeholders. Although the municipalities in the Liberec region
possess various means of emergency communication, there are still substantial problems with the
reliability of the mentioned channels. The instability of mobile networks needs to be discussed with
the service providers. Also local broadcasting services should undergo revision and be restored in
places where they are malfunctioning or completely missing.

Serious deficiencies in communication were, as well, reflected in the incompetence to coordinate
available knowledge and skills. The representatives of the local authorities included in our sur